
 
 

 

HPE Synergy 40Gb F8 Switch Module 

IGS Configuration 

Abstract 

This document is intended for the person who configures HPE Synergy 40Gb F8 Switch Modules.

20150327a 
March 2017 
Edition: 1 



 

 

© Copyright 2016, 2017 Hewlett Packard Enterprise Development LP 

The information contained herein is subject to change without notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the 

express warranty statements accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. Hewlett 

Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein. 

Links to third-party websites take you outside the Hewlett Packard Enterprise website. Hewlett Packard Enterprise has no control over and is not responsible for 

information outside the Hewlett Packard Enterprise website. 

Confidential computer software. Valid license from Hewlett Packard Enterprise required for possession, use or copying. Consistent with FAR 12.211 and 12.212, 

Commercial Computer Software, Computer Software Documentation, and Technical Data for Commercial Items are licensed to the U.S. Government under 

vendor’s standard commercial license. 



 

 

Contents 

CHAPTER 1: IGS CONFIGURATION ___________________________________________ 1 
Abstract   ------------------------------------------------------------------------------------------ 1 

CHAPTER 2: INTRODUCTION ________________________________________________ 7 
PURPOSE AND SCOPE ............................................................................................. 7 
ACRONYMS ............................................................................................................ 7 
REFERENCES ......................................................................................................... 8 
HPE SYNERGY 40GB F8 SWITCH MODULE COMMAND LINE INTERFACE (CLI) 

GUIDEDOCUMENT CONVENTIONS .................................................................. 8 
GENERAL CONFIGURATIONS .................................................................................... 8 

CHAPTER 3: PROTOCOL DESCRIPTION _______________________________________ 9 

CHAPTER 4: CONFIGURATION OF IGS _______________________________________ 10 
CONFIGURATION GUIDELINES ................................................................................ 10 
DEFAULT CONFIGURATIONS .................................................................................. 10 
ENABLING IGS ..................................................................................................... 10 
Enabling IGS Globally ........................................................................................ 11 
Enabling IGS in a VLAN ..................................................................................... 12 
CONFIGURING MULTICAST FORWARDING MODE ..................................................... 13 
CONFIGURING SNOOPING VERSION ....................................................................... 14 
CONFIGURING MULTICAST ROUTER PORT .............................................................. 15 
CONFIGURING MULTICAST ROUTER PORT TIME-OUT .............................................. 16 
QUERIER CONFIGURATION .................................................................................... 17 
Configuring IGS as a Querier ............................................................................. 17 
Configuring IGMP Snooping Query Interval ....................................................... 18 
Configuring IGMP Snooping Startup-Query-interval .......................................... 19 
Configuring IGMP Snooping Start-up Query Count ........................................... 20 
Configuring IGMP Snooping Other-Querier-Present-Interval ............................ 21 
Configuring IGMP Snooping Querier IP Address ............................................... 22 
CONFIGURING SNOOPING REPORT-PROCESS CONFIG-LEVEL .................................. 22 
CONFIGURING SNOOPING QUERY-FORWARD .......................................................... 23 
CONFIGURING SNOOPING SPARSE-MODE ............................................................... 24 
CONFIGURING PROXY REPORTING ........................................................................ 25 
CONFIGURING PORT PURGE-INTERVAL .................................................................. 26 
CONFIGURING FAST-LEAVE PROCESSING .............................................................. 28 
CONFIGURING REPORT SUPPRESSION INTERVAL .................................................... 28 
CONFIGURING GROUP QUERY INTERVAL AND RETRY-COUNT.................................. 30 
Configuring Group Query Interval ...................................................................... 30 
Configuring Group Retry Count .......................................................................... 31 
CONFIGURING REPORT FORWARDING .................................................................... 32 
CLEARING SNOOPING STATISTICS ......................................................................... 34 
CONFIGURING GENERAL QUERY TRANSMISSION ON TOPOLOGY CHANGE ................ 37 
DISPLAYING STATISTICS ........................................................................................ 39 
ENABLING TRACE MESSAGES FOR SNOOPING ........................................................ 39 
ENABLING DEBUG MESSAGES FOR SNOOPING ........................................................ 41 

CHAPTER 5: CONFIGURATION OF ICM WITH MULTIPLE INSTANCE _______________ 42 
DISPLAYING CONFIGURATION INFORMATION ........................................................... 43 

CHAPTER 6: FLOW BASED CONFIGURATIONS ________________________________ 44 
WORKING WITH MAC-BASED MULTICAST FORWARDING MODE ............................... 44 
Configuration Guidelines .................................................................................... 44 
Default Configurations ........................................................................................ 45 
Configuration Steps for Dynamic ....................................................................... 45 



 

 

Configuration Steps for Static ............................................................................ 47 
WORKING WITH IP-BASED MULTICAST FORWARDING MODE .................................... 50 
Configuration Guidelines .................................................................................... 50 
Default Configurations ........................................................................................ 50 
Configuration Steps for Dynamic ....................................................................... 50 
Configuration Steps for Static ............................................................................ 54 
CONFIGURATION OF STATIC ROUTER PORT ........................................................... 56 
Configuration Guidelines .................................................................................... 56 
Default Configurations ........................................................................................ 56 
Configuration Steps ............................................................................................ 56 
CONFIGURATION RELATED TO QUERIER ................................................................. 60 
Configuration Guidelines .................................................................................... 60 
Default Configurations ........................................................................................ 60 
Configuration Steps ............................................................................................ 60 
CONFIGURATION RELATED TO PROXY-REPORTING ................................................. 62 
Configuration Guidelines .................................................................................... 62 
Default Configurations ........................................................................................ 63 
Configuration Steps ............................................................................................ 63 

CHAPTER 7: SUPPORT AND OTHER RESOURCES _____________________________ 67 
ACCESSING HEWLETT PACKARD ENTERPRISE SUPPORT ........................................ 67 
Information to collect .......................................................................................... 67 
ACCESSING UPDATES ............................................................................................ 67 
WEBSITES ............................................................................................................ 67 
REMOTE SUPPORT ................................................................................................ 68 

 



  

 

Figures 

Figure 1: Topology for Configuring HPE IGS .............................................................................................. 10 
Figure 2: Topology for Configuration of ICM with MI ................................................................................... 42 
Figure 3: Topology for Flow-based Configuration of IGS ............................................................................ 44 

 



 

 

Tables 

Table 1: Acronyms used in the document ..................................................................................................... 7 
Table 2: Document Conventions ................................................................................................................... 8 
Table 3: General Configurations ................................................................................................................... 8 
Table 4: Default Configurations ................................................................................................................... 10 
Table 5: Configuration Parameters for Components in Figure 3................................................................. 44 

 



  

 

Introduction 

Purpose and Scope 
The HPE IGS (IGMP Snooping) software learns the multicast forwarding 
information through the IGMP report messages from hosts and updates the 
Forwarding database. It also learns the router ports through the multicast 
control messages from the routers. The IGMP Snooping Switch forwards 
multicast data traffic over a particular port only if a minimum of one host has 
joined that particular multicast group that is reachable on that port. Thus, the 
Switch has control over the flooding of multicast data traffic in bridged 
networks. 

This document explains the configuration of IGS running as a part of HPE 
ICM. The reader is expected to have a basic knowledge of the protocol as a 
pre-requisite. 

Acronyms 

Table 1: Acronyms used in the document 

Acronym Explanation 

CLI Command Line Interface 

GARP Generic Attribute Registration Protocol 

GMRP GARP Multicast Registration Protocol 

ID Identifier 

IGMP Internet Group Message Protocol 

IGS IGMP Snooping 

IP Internet Protocol 

ICM  Interconnect module 

LAN Local Area Network 

MAC Media Access Control 

MSTP Multiple Spanning Tree Protocol 

MI Multiple Instantiation 

RSTP Rapid Spanning Tree Protocol 

VID VLAN Identifier 

VLAN Virtual Local Area Network 
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 HPE Synergy 40Gb F8 Switch Module Command Line 
Interface (CLI) GuideDocument Conventions 

Table 2: Document Conventions 

Convention Usage 

Bold CLI commands 

Italics User inputs for CLI commands 

Courier New 10 Regular, blue color CLI command outputs 

  Notes / Guidelines / Pre-requisites are keyed using 
this style.  

 Output areas specific to the configuration 

General Configurations 
The following table provides the access and exit methods to various general 
configuration modes. 

Table 3: General Configurations 

Command Mode Access Method Prompt Exit method 

User EXEC 
This is the initial mode to start a 
session. 

switch> The logout method is used. 

Privileged EXEC 

The User EXEC mode 
command enable, is used to 
enter the Privileged EXEC 
mode. 

switch# 

To return from the Privileged 
EXEC mode to User EXEC 
mode the disable command 
is used. 

Global 
Configuration 

The Privileged EXEC mode 
command configure terminal, 
is used to enter the Global 
Configuration mode 

switch(confi
g)# 

To exit to the Global 
Configuration mode the exit 
command is used and to exit 
to the Privileged EXEC mode 
the end command is used. 

Interface 
Configuration 

The Global Configuration mode 
command interface <interface-
type><interface-id> is used to 
enter the Interface Configuration 
mode. 

switch(confi
g-if)# 

To exit to the Global 
Configuration mode the exit 
command is used and to exit 
to the Privileged EXEC mode 
the end command is used. 



  

 

Protocol Description 

IGMP Snooping allows a Switch to snoop or capture information from IGMP 
packets being sent back and forth between hosts and a router. Based on this 
information, the Switch adds/deletes the multicast addresses from its 
address table, thereby enabling/disabling multicast traffic from flowing to 
individual host ports. 

In subnets where IGMP is configured, IGMP snooping manages multicast 
traffic at Layer 2. 

IGMP (on a router) periodically sends out IGMP general queries. When 
IGMP Snooping is enabled, the Switch responds to the IGMP queries with 
only one IGMP join request per multicast group. The Switch creates one 
entry per subnet in the Layer 2 forwarding table for each Layer 2 multicast 
group from which it receives an IGMP join request. Hosts interested in the 
multicast traffic send IGMP join requests and are added to the forwarding 
table entry. 

Layer 2 multicast groups learned through IGMP snooping are dynamic. 
However, it is possible to statically configure Layer 2 multicast groups using 
the ip igmp snooping static command. If group membership for a multicast 
group address is specified statically, then the configured static setting 
supersedes any automatic manipulation by IGMP snooping. Multicast group 
membership lists consist of both user-defined settings and IGMP snooping. 

Groups with IP addresses in the 224.0.0.0—255 range are reserved for 
routing control packets and are flooded to all the forwarding ports of the 
VLAN. These addresses map to the multicast MAC address range 
0100.5E00.0001 to 0100.5E00.00FF. 

A Host connected to a Layer 2 interface which needs to join an IP multicast 
group, sends an IGMP join request specifying the IP multicast group. A Host 
that needs to leave the multicast group can either ignore the periodic IGMP 
general queries or can send an IGMP leave message. When the Switch 
receives an IGMP leave message from a Host, it sends out an IGMP group-
specific query to determine whether any device connected to that interface 
are interested in the traffic for the specific multicast group. The Switch then 
updates the table entry for that Layer 2 multicast group so that only those 
Hosts interested in receiving multicast traffic for the group are listed. 

Joining a Multicast Group 

When a host connected to the Switch wants to join an IP multicast group, it 
sends an unsolicited IGMP join message, specifying the IP multicast group 
to join. Alternatively, when the Switch receives a general query from the 
router, it forwards the query to all ports in the VLAN. Hosts wanting to join 
the multicast group respond by sending a join message to the Switch. The 
Switch creates a multicast forwarding-table entry for the group if it is not 
already present. The Switch also adds the interface from which the join 
message was received to the forwarding-table entry. Once the forwarding 
table entry is created, the host associated with that interface receives 
multicast traffic for that multicast group. 

 



 

 

Configuration of IGS 

The following sections describe the configuration of HPE IGS running as a 
part of HPE ICM. 

 

Figure 1: Topology for Configuring HPE IGS 

Configuration Guidelines 
The following are the guidelines for configuring IGS. 

 GMRP has to be disabled for the IGMP snooping to be enabled. 

 To enable Fast Leave on a port, the port must be connected to a Host 
and not to a Switch or Hub. 

Default Configurations 

Table 4: Default Configurations 

Feature Default Setting 

IGMP Snooping Enabled 

Multicast Routers None Configured 

IGMP Snooping learning method MAC Based 

Proxy reporting Enabled 

Router port purge interval 125 Seconds 

Port purge interval 260 Seconds 

Report forward interval 5 Seconds 

Group specific query interval 2 Seconds 

Group specific query retry count 2 

IGMP Snooping Version V3 

Enabling IGS 
HPE IGS can be enabled globally or on a per port basis. 

P2 P1 

P1 

Host A 

Switch A Switch B 



  

 

Enabling IGS Globally 

By default, IGS is disabled globally. To enable IGS, GMRP must first be 
disabled. 

1. Execute the following commands to enable IGS globally. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Disable GMRP globally. 

switch(config)# set gmrp disable 

 Enable IGS globally by executing the following command. 

switch(config)# ip igmp snooping 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is MAC based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 

3. Refer to Figure 1 for setup. After enabling IGS on the switch, send an 
IGMP V2 Report to the group 227.2.2.2, which will be learnt on the 
switch. 



 

 

switch# show ip igmp snooping forwarding-database 

 Vlan  MAC-Address          Ports 

 ----  -----------------    ----- 

   1   01:00:5e:02:02:02    Gi0/1 

 Execute the no form of the command no ip igmp snooping to disable IGMP 
snooping. 
switch(config)# no ip igmp snooping 

Enabling IGS in a VLAN 

When IGMP snooping is enabled globally, it is enabled in all the existing 
VLAN interfaces. When IGMP snooping is disabled globally, it is disabled in 
all the existing VLAN interfaces. 

1. Execute the following commands to enable IGS on a specific VLAN. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which IGS is to be enabled. 

switch(config)# vlan 1 

 Enable IGMP snooping by executing the following command. 

switch(config-vlan)# ip igmp snooping 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping vlan 1 

  IGMP Snooping enabled 

  IGMP configured version is V3 

  Fast leave is disabled 

  Snooping switch is configured as Non-Querier 

  Snooping switch is acting as Non-Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 31 seconds 

  Query interval is 125 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 260 seconds 

  Max Response Code is 100, Time is 10 seconds 

3. When IGS is globally enabled/disabled, but not enabled on VLAN 2, the 
output of the show command is as follows. 

switch# show ip igmp snooping vlan 2 

Snooping VLAN Configuration for the VLAN 2 



  

 

  IGMP Snooping enabled 

  IGMP configured version is V3 

  Fast leave is disabled 

  Snooping switch is configured as Non-Querier 

  Snooping switch is acting as Non-Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 31 seconds 

  Query interval is 125 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 260 seconds 

  Max Response Code is 100, Time is 10 seconds 

 

Configuring Multicast Forwarding Mode 
The Snooping Multicast Forwarding mode can be IP based or MAC based. 
By default, multicast forwarding mode is MAC based.  

1. Execute the following commands to configure the Multicast Forwarding 
mode. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Snooping Multicast Forwarding mode as IP by 
executing the following command. 

switch(config)# snooping multicast-forwarding-mode ip 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 



 

 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 

Configuring Snooping Version 
The operating version of the IGMP snooping switch for a specific VLAN can 
be configured as v1, v2 or v3. By default, the operating version of the IGMP 
snooping switch for all the VLANs is v3. 

1. Execute the following commands to configure the snooping version. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the version is to configured. 

switch(config)# vlan 4 

 Configure the snooping version as v2 by executing the following 
command. 

switch(config-vlan)# ip igmp snooping version v2 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping vlan 4 

Snooping VLAN Configuration for the VLAN 4 

  IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is disabled 

  Snooping switch is configured as Non-Querier 

  Snooping switch is acting as Non-Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 31 seconds 

  Query interval is 125 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 260 seconds 



  

 

  Max Response Code is 100, Time is 10 seconds 

  

Configuring Multicast Router Port 
Multicast Router Ports for a VLAN can be configured statically or learnt 
dynamically. 

Before configuring multicast router port for a VLAN, ensure that the multicast 
router port to be configured is the member port of the VLAN. 

Consider a topology where ports P8 and P9 are member ports of VLAN 4. 

1. Execute the following commands for static configuration of Multicast 
Router Port. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the Multicast Router Port is to be 
configured. 

switch(config)# vlan 4 

 Configure the following multicast router ports on that VLAN. 

switch(config-vlan)# ip igmp snooping mrouter TwentyGigE 
0/1/1 

switch(config-vlan)# ip igmp snooping mrouter TwentyGigE 
0/1/2 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping mrouter 

Vlan   Ports 

-----  ------ 

   4   TwentyGigE0/1/1(static)   

 A port can also be learnt dynamically. Whenever a port receives a query message, 
then that port is also added to the multicast router port list. 

3. Refer to Figure 1 for setup. Send a query message on port 2. 
4. Execute the following command in Switch A to view the configuration: 

switch# show ip igmp snooping mrouter 

Vlan   Ports 

-----  ------ 

    1  TwentyGigE0/1/1(static) 

    4   

 Router ports will be learnt on reception of PIM/OSPF Message from a router. 



 

 

 Execute the no form of the command no ip igmp snooping mrouter to delete the 
statically configured router ports for a VLAN. 
switch(config-vlan)# no ip igmp snooping mrouter TwentyGigE 0/1/1 

Configuring Multicast Router Port Time-Out 
Configuring Multicast Router Port Time-Out sets the IGMP snooping router 
port purge time-out after which the port gets deleted if no IGMP router 
control packets are received. 

1. Execute the following commands to configure the Multicast Router Port 
Time-Out value. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast Router Port Time-Out value as 60 seconds. 

switch(config)# ip igmp snooping mrouter-time-out 60 

 Dynamically learnt mrouter entries will be deleted after 60 seconds. 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 



  

 

Report processing config level is on non-router ports 

 

 Statically configured router ports will not be deleted after the expiry of the router 
purge time interval. 

Querier Configuration 
The IGMP Snooping switch can be configured as a querier for a specific 
VLAN and the group-specific query interval for that VLAN can also be 
configured. 

Configuring IGS as a Querier 

By configuring the IGMP snooping Switch as a Querier, the Switch starts 
sending general queries at regular time intervals. The querier message sent 
by the Switch will not take part in querier election. If the switch receives a 
query from any other router, it will stop acting as a querier. 

1. Execute the following commands to configure IGS as a querier. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the IGMP Snooping switch is to be 
configured as a querier. 

switch(config)# vlan 4 

 Configure the VLAN as querier by executing the following command. 

switch(config-vlan)# ip igmp snooping querier 

 The switch will send general queries on the member ports of VLAN 4 every 125 
seconds. 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping vlan 4 

Snooping VLAN Configuration for the VLAN 4 

  IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is disabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 31 seconds 

  Query interval is 125 seconds 

  Other Querier Present Interval is 255 seconds 



 

 

  Port Purge Interval is 260 seconds 

  Max Response Code is 100, Time is 10 seconds 

 

 The IGS switch will stop acting as a querier on reception of the general queries and 
resumes it querier functionality when there are no IGMP routers in the network. 

 IGS Switch would continue acting as a querier on reception of router control 
messages (PIM / OSPF). It will also act as a querier, when the router port is 
operationally down and there are no router ports in the switch. 

Configuring IGMP Snooping Query Interval 

The IGMP Snooping Query Interval refers to the time interval for which the 
switch waits after sending a group-specific query to determine if hosts are 
still interested in a specific multicast group. 

1. Execute the following commands to configure the IGMP Snooping query 
interval. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the query interval is to be configured. 

switch(config)# vlan 4 

 Configure the query-interval as 60 seconds by executing the 
following command. 

switch(config-vlan)# ip igmp snooping query-interval 60 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following command to view the configuration: 

switch# show ip igmp snooping 

Snooping VLAN Configuration for the VLAN 4 

IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is disabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 15 seconds 

  Query interval is 60 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 130 seconds 

  Max Response Code is 100, Time is 10 seconds 

  



  

 

Configuring IGMP Snooping Startup-Query-interval 

The IGMP Snooping Startup-Query-interval refers to the time interval 
between the general query messages sent by the IGMP snooping switch, 
during startup of the querier election process. This time interval ranges 
between 15 and 150 seconds and should be less than or equal to one fourth 
of the query interval. The start-up query message within short span of time is 
used to speed-up the process of querier election. 

The IGMP Snooping Startup-Query-interval depends on IGMP Snooping 
Query Interval. Configuring IGMP Snooping Query Interval will also set 
IGMP Snooping Startup-Query-interval to one fourth of the IGMP Snooping 
Query Interval. 

The no form of the command sets the IGMP startup query interval to the 
default value. 

1. Execute the following commands to configure the IGMP Snooping 
Startup-Query-interval 

 Enter into the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the query interval is to be configured. 

switch(config)# vlan 1 

 Configure the startup query-interval as 20 seconds by executing the 
following command. 

switch(config-vlan)# ip igmp snooping startup-query-interval 20 

 Exit from the Vlan Configuration mode. 

switch(config-vlan)# end 

2. Execute the following command to view the configuration: 

switch# show ip igmp snooping vlan 1 

Snooping VLAN Configuration for the VLAN 1 

  IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is disabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 20 seconds 

  Query interval is 60 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 130 seconds 

  Max Response Code is 100, Time is 10 seconds 

3. Execute the following command to set the startup query interval to 
default value. 



 

 

switch(config)# vlan 1 

switch(config-vlan)# no ip igmp snooping startup-query-interval 

Configuring IGMP Snooping Start-up Query Count 

The IGMP Snooping Start-up Query Count refers to the maximum number of 
general query messages sent out when the snooping switch is configured as 
a querier within start-up query interval. This value ranges between two and 
five. The start-up query count is used to speed-up the process of querier 
election. 

The no form of the command sets the number of general query messages 
(to default value) sent out within the start-up query interval, when the switch 
is configured as a querier  

1. Execute the following commands to configure the IGMP Snooping query 
count 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the query interval is to be configured. 

switch(config)# vlan 1 

 Configure the query count as 4 by executing the following command. 

switch(config-vlan)# ip igmp snooping startup-query-count 4 

 Exit from the Vlan Configuration mode. 

switch(config-vlan)# end 

2. Execute the following command to view the configuration: 

switch# show ip igmp snooping vlan 1 

Snooping VLAN Configuration for the VLAN 1 

  IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is disabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 4 

  Startup Query Interval is 15 seconds 

  Query interval is 60 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 130 seconds 

  Max Response Code is 100, Time is 10 seconds 

 

3. Execute the following command to set the startup query count to default 
value  



  

 

switch(config)# vlan 1 

switch(config-vlan)# no ip igmp snooping startup-query-count 

Configuring IGMP Snooping Other-Querier-Present-Interval 

The IGMP Snooping Other Querier Present Interval refers to the maximum 
time interval to decide that another querier is present in the network. This 
time interval ranges between 120 and 1215 seconds. The other querier 
present interval must be greater than or equal to ((Robustness Variable * 
Query Interval) + (Query Response Interval/2)). Here, Robustness value is 2. 

The no form of the command resets this interval to default value. 

1. Execute the following commands to configure the IGMP Snooping Other 
Querier Present Interval 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the query interval is to be configured. 

switch(config)# vlan 1 

 Configure the Other Querier present interval as 280 by executing the 
following command. 

switch(config-vlan)# ip igmp snooping other-querier-present-
interval 280 

 Exit from the Vlan Configuration mode. 

switch(config-vlan)# end 

2. Execute the following command to view the configuration: 

switch# show ip igmp snooping vlan 1 

Snooping VLAN Configuration for the VLAN 1 

  IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is disabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 0.0.0.0 

  Startup Query Count is 2 

  Startup Query Interval is 15 seconds 

  Query interval is 60 seconds 

  Other Querier Present Interval is 280 seconds 

  Port Purge Interval is 130 seconds 

  Max Response Code is 100, Time is 10 seconds 

3. Execute the following command to set the other querier present interval 
to default value  

switch(config)# vlan 1 



 

 

switch(config-vlan)# no ip igmp snooping other-querier-present-
interval 

Configuring IGMP Snooping Querier IP Address 

User is allowed to configure querier IP address which will be used as source 
IP for IGS Query messages.  

1. Execute the following commands to configure the IGMP Snooping 
Querier IP Address. With the below configuration, 15.0.0.1 will be the 
source IP Address in IGS Query messages.  

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the querier has to be configured. 

switch(config)# vlan 1 

 Configure the Querier IP Address by executing the following 
command. 

switch(config-vlan)# ip igmp snooping querier 15.0.0.1 

 Exit from the Vlan Configuration mode. 

switch(config-vlan)# end 

2. Execute the following commands to configure the IGMP Snooping 
Querier IP Address flag. With the below configuration, either IP Address 
of the corresponding vlan interface or switch IP address will be used as 
source IP address for IGS General query messages.  . 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which the querier has to be configured. 

switch(config)# vlan 1 

 Configure the IP address flag with the following command. 

switch(config-vlan)# ip igmp snooping querier address 

 Exit from the Vlan Configuration mode. 

switch(config-vlan)# end 

Configuring Snooping Report-process Config-level 
Report-process config-level specifies on which ports the received reports 
from the host are to be processed, the processing level can be either on 
non-router ports or on all ports of the vlan. If report process config level is set 
to non-router ports, reports received on non-router ports alone were 
processed. If configured as all-ports, the reports received on all ports will be 
processed which include router port also. 

1. Execute the following commands to configure Report-process Config-
level 

 Enter the Global Configuration mode. 

switch# configure terminal 



  

 

 Configure the report-process config-level as all-port 

switch(config)# snooping report-process config-level all-ports 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports  

eport processing config level is on all Ports 

Configuring Snooping Query-forward 
Query forward specifies on which ports the queries are to be forwarded, the 
query forward administrative control can be either on non-router ports or on 
all port of the vlan. If query forward is set to non-router ports, query 
messages are propagated on non-router ports of the vlan. If it is configured 
as all-ports, then the query messages are forwarded to all ports of the vlan 
which includes router port also. 

1. Execute the following commands to configure Query forward 

 Enter the Global Configuration mode. 

switch# configure terminal 



 

 

 Configure the query forward as all-port 

switch(config)# ip igmp snooping query-forward all-ports 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

Configuring Snooping sparse-mode 
IGMP Snooping sparse mode specifies whether to drop/flood the unknown 
multicast traffic. If sparse mode is enabled, the switch drops the unknown 
multicast traffic when IGS is enabled in the switch. If sparse mode is 
disabled, the switch floods the unknown multicast traffic to the vlan member 
ports. 

1. Execute the following commands to configure snooping sparse mode; 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the snooping sparse mode as enabled. 

switch(config)# ip igmp snooping sparse-mode enable 



  

 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

Configuring Proxy Reporting 
Proxy Reporting allows reports that are received from downstream hosts to 
be summarized. It is also used to build internal membership states. An IGMP 
proxy-reporting switch reports its own state in response to upstream 
queriers. Proxy reporting reduces IGMP network traffic. 

By default, proxy reporting is enabled. 

1. Execute the following commands to configure proxy reporting. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Enable the IGMP snooping proxy reporting. 

switch(config)# ip igmp snooping proxy-reporting 

 Exit from the Global Configuration mode. 



 

 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

 Execute the command no ip igmp snooping proxy-reporting to disable proxy 
reporting. 
switch(config)# no ip igmp snooping proxy-reporting 

Configuring Port Purge-Interval 
The expiry of the Port Purge Timer on the port for a particular multicast 
group results in the port being removed from the forwarding list of the 
corresponding multicast entry in the Multicast Forwarding Table. 

1. Execute the following commands to configure the Port Purge-Interval. 

 Enter the Global Configuration Mode. 

switch# configure terminal 

 Configure the port purge-interval as 130 seconds. 

switch(config)# ip igmp snooping port-purge-interval 130 

 If an entry is learnt on the forwarding database, then after an interval of 130 
seconds, the entry will be removed from the forwarding database. 



  

 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

The following output is displayed prior to the configuration of port-purge 
interval. 

switch# show ip igmp snooping forwarding-database 

 Vlan  MAC-Address          Ports 

 ----  -----------------    ----- 

    1  01:00:5e:01:01:01    Gi0/1 

After 130 Seconds, the output will be null (i.e. the entry will be purged out). 

switch# show ip igmp snooping forwarding-database 

 Execute the command no ip igmp snooping port-purge-interval to set the port-
purge-interval to its default value. 
switch(config)# no ip igmp snooping port-purge-interval 



 

 

Configuring Fast-Leave Processing 
Configuring fast-leave processing removes the interface from the forwarding 
table as soon as the Switch receives a leave message from the interface, i.e. 
the Switch will refrain from sending MAC-based general queries over the 
interface. The VLAN interface is pruned from the multicast tree for the 
multicast group specified in the original leave message. Immediate-Leave 
processing ensures optimal bandwidth management for all hosts on a 
switched network, even when multiple multicast groups are simultaneously in 
use. 

1. Execute the following commands to configure Fast-Leave Processing. 

 Enter the Global Configuration Mode. 

switch# configure terminal 

 Specify the VLAN for which fast-leave processing is to be enabled. 

switch(config)# vlan 4 

 Configure Fast-leave by executing the following command. 

switch(config-vlan)# ip igmp snooping fast-leave 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping 

Snooping VLAN Configuration for the VLAN 4 

  IGMP Snooping enabled 

  IGMP configured version is V2 

  Fast leave is enabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 15.199.205.127 

  Startup Query Count is 2 

  Startup Query Interval is 15 seconds 

  Query interval is 60 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 130 seconds 

  Max Response Code is 100, Time is 10 seconds   

 Execute the command no ip igmp snooping fast-leave to disable fast leave 
processing for a specific VLAN. 
switch(config-vlan)# no ip igmp snooping fast-leave 

Configuring Report Suppression Interval 
Reports sent to router ports can be suppressed for a specific period of time . 
It is possible to configure the suppression time interval for which the IGMPv2 



  

 

report messages for the same group will not be forwarded onto the router 
ports. Default report forward interval is 5 Seconds. 

1. Execute the following commands to configure the Report Suppression 
interval. 

 Enter the Global Configuration Mode. 

switch# configure terminal 

 Configure the report-suppression interval as 8 seconds. 

switch(config)# ip igmp snooping report-suppression-interval 8 

 Only one report will be forwarded within the report forward interval of 8 seconds for a 
particular group. 

 Exit from the Global Configuration Mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

 Execute the command no ip igmp snooping report-suppression-interval to set 
the IGMP snooping report-suppression interval time to its default value. 
switch(config)# no ip igmp snooping report-suppression-interval 



 

 

Configuring Group Query Interval and Retry-Count 
When a switch receives an IGMP leave message on a port, it sends the 
group specific query message on that particular port.  It is possible to 
configure the time interval after which the switch is supposed to send a 
group specific query on a port and the maximum number of group specific 
queries sent on a port on reception of an IGMPv2 leave message. 

Configuring Group Query Interval 

Configuring group query interval sets the time interval after which the Switch 
sends a group specific query on a port. The default value of group query 
interval is 2 seconds. 

1. Execute the following commands to configure the group query interval. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the IGMP snooping group query-interval as 3 seconds. 

switch(config)# ip igmp snooping group-query-interval 3 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 2 

Multicast VLAN disabled 



  

 

Leave config level is Vlan based 

Report processing config level is on all Ports 

 Execute the command no ip igmp snooping group-query-interval to set the group 
specific query interval time to its default value. 
switch(config)# no ip igmp snooping group-query-interval 

Configuring Group Retry Count 

Configuring group retry count sets the maximum number of group specific 
queries sent on a port on reception of an IGMPv2 leave message. The 
default value of group retry count is 2. 

1. Execute the following commands to configure the group retry count. 

 Enter the Global Configuration Mode. 

switch# configure terminal 

 Configure the group retry count value as 4. 

switch(config)# ip igmp snooping retry-count 4 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 4 

Multicast VLAN disabled 

Leave config level is Vlan based 



 

 

Report processing config level is on all Ports 

 Execute the no ip igmp snooping retry-count Global Configuration mode 
command to set the group retry count to its default value. 
switch(config)# no ip igmp snooping retry-count 

Configuring Report Forwarding 
By default, an IGMP report message received will be forwarded on all the 
router ports in a VLAN. Administrator can configure the report forwarding 
mode as either router port/non-edge ports/all port. If it is configured to non-
edge ports, reports will be forwarded to the non-edge ports of the vlan and if 
it is configured to all ports, the reports are to be forwarded on the member 
ports of the VLAN. 

1. Execute the following commands to configure Report Forwarding. 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configuring Report Forwarding to be forwarded on all-ports 

switch(config)# ip igmp snooping report-forward all-ports 

 Exit from the Global Configuration mode. 

switch(config)# end 

2. Execute the following show command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on all ports 

Queries are forwarded on all ports 

Group specific query retry count is 4 

Multicast VLAN disabled 



  

 

Leave config level is Vlan based 

Report processing config level is on all Ports 

3. Execute the following commands to reconfigure the forwarding of reports 
only to the router ports. 

switch(config)# ip igmp snooping report-forward router-ports 

switch(config)# end 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on router ports 

Queries are forwarded on all ports 

Group specific query retry count is 4 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

4. Execute the following commands to reconfigure the forwarding of reports 
only to the non-edge ports.  

switch(config)# ip igmp snooping report-forward non-edge-ports 

switch(config)# end 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 



 

 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on non-edge ports 

Queries are forwarded on all ports 

Group specific query retry count is 4 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 

 Execute the no ip igmp snooping report-forward Global Configuration Mode 
command to set the IGMP report-forwarding status to its default value. 
switch(config)# no ip igmp snooping report-forward 

Clearing Snooping Statistics 
The Snooping statistics are updated for each VLAN, whenever the various 
multicast packets are transmitted and received. These maintained statistics 
are cleared per VLAN or for all VALNs based on the configuration. 

1. Execute the following commands that enable clearing of the statistics for 
each VLAN: 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Specify the VLAN for which IGS needs to be enabled. 

switch(config)# vlan 1 

 Enable the IGS Snooping for VLAN 1. 

switch(config-vlan)# ip igmp snooping 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# end 

2. Send IGMP reports to the switch for every 5 seconds. 

switch# show ip igmp  snooping statistics vlan 1 

Snooping Statistics for VLAN 1 

  General queries received : 0 

  Group specific queries received : 0 



  

 

  Group and source specific queries received : 0 

  ASM reports received : 7 

  SSM reports received : 0 

  IS_INCLUDE messages received : 0 

  IS_EXCLUDE messages received : 0 

  TO_INCLUDE messages received : 0 

  TO_EXCLUDE messages received : 0 

  ALLOW messages received : 0 

  Block messages received : 0 

  Leave messages received : 0 

  General queries transmitted : 336 

  Group specific queries transmitted : 0 

  Group and source specific queries transmitted : 0 

  ASM reports transmitted : 0 

  SSM reports transmitted : 0 

  Leaves transmitted : 0 

  Unsuccessful joins received count Per Vlan : 0 

  Active/Successful joins received count Per Vlan: 0 

  Active Groups count: 0 

  Packets dropped : 0 

   Enter the Global Configuration mode. 

switch# configure terminal 

 Clear the statistics for VLAN1 

switch(config)# ip igmp snooping clear counters  vlan 1 

3. Verify the configuration information by viewing the following show 
command: 

 View the snooping statistics for VLAN1 

switch# show ip igmp snooping statistics vlan 1 

Snooping Statistics for VLAN 1 

  General queries received : 0 

  Group specific queries received : 0 

  Group and source specific queries received : 0 

  ASM reports received : 0 

  SSM reports received : 0 

  IS_INCLUDE messages received : 0 

  IS_EXCLUDE messages received : 0 

  TO_INCLUDE messages received : 0 

  TO_EXCLUDE messages received : 0 



 

 

  ALLOW messages received : 0 

  Block messages received : 0 

  Leave messages received : 0 

  General queries transmitted : 339 

  Group specific queries transmitted : 0 

  Group and source specific queries transmitted : 
0 

  ASM reports transmitted : 0 

  SSM reports transmitted : 0 

  Leaves transmitted : 0 

  Unsuccessful joins received count Per Vlan : 0 

  Active/Successful joins received count Per Vlan: 
0 

  Active Groups count: 0 

  Packets dropped : 0   

4. Execute the following commands to clear the statistics for all the VLANs: 

switch# configure terminal 

switch(config)# ip igmp snooping clear counters  

switch(config)# end 

switch# show ip igmp snooping statistics 

Snooping Statistics for VLAN 1 

  General queries received : 0 

  Group specific queries received : 0 

  Group and source specific queries received : 0 

  ASM reports received : 0 

  SSM reports received : 0 

  IS_INCLUDE messages received : 0 

  IS_EXCLUDE messages received : 0 

  TO_INCLUDE messages received : 0 

  TO_EXCLUDE messages received : 0 

  ALLOW messages received : 0 

  Block messages received : 0 

  Leave messages received : 0 

  General queries transmitted : 349 

  Group specific queries transmitted : 0 

  Group and source specific queries transmitted : 0 

  ASM reports transmitted : 0 

  SSM reports transmitted : 0 



  

 

  Leaves transmitted : 0 

  Unsuccessful joins received count Per Vlan : 0 

  Active/Successful joins received count Per Vlan: 0 

  Active Groups count: 0 

  Packets dropped : 0   

Configuring General Query Transmission on Topology 
Change 

The Snooping switch is configured to send IGMP general queries on all the 
non router ports, when spanning tree topology change occurs in a network. If 
the spanning tree mode is RSTP, IGMP general queries are sent on all the 
non router ports, which are the VLANs member ports present in the switch. If 
the spanning tree mode is MSTP, IGMP general queries are sent on all the 
non router ports of the VLAN mapped for the MSTP instance. On enabling 
this configuration command, the switch generates an IGMP general query 
messages," when a topology change occurs in the network. 

This IGMP general query transmission on topology change is disabled by 
default. 

1. Execute the following command to transmit the IGMP general query for 
any topology change in the network.  

 Enter the Global Configuration mode. 

switch(config)# configure terminal 

 Enable the transmission of IGMP query upon topology change 

switch(config)# ip igmp snooping send-query enable 

 Exit from the Global Configuration mode 

switch(config)# end 

2.  Execute the following command to view the configuration: 

switch# show ip igmp snooping globals 

Snooping Configuration 

  ----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change globally enabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 



 

 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on non-edge ports 

Queries are forwarded on all ports 

Group specific query retry count is 4 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports   

3. Execute the disabling of IGMP query transmission on topology change. 
– Set the status of the Global Configuration mode command to its default 
value. 

switch(config)# ip igmp snooping send-query disable 

 Exit from the Global Configuration mode 

switch(config)#end 

4. View the configuration information by executing the following command: 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is enabled 

Transmit Query on Topology Change globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 60 seconds 

Port purge interval is 130 seconds 

Report forward interval is 8 seconds 

Group specific query interval is 3 seconds 

Reports are forwarded on non-edge ports 

Queries are forwarded on all ports 

Group specific query retry count is 4 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on all Ports 



  

 

Displaying Statistics 
Execute the following command to view the statistics of various packets 
received or transmitted. 

switch# show ip igmp snooping statistics 

Snooping Statistics for VLAN 1 

  General queries received : 0 

  Group specific queries received : 0 

  Group and source specific queries received : 0 

  ASM reports received : 0 

  SSM reports received : 0 

  IS_INCLUDE messages received : 0 

  IS_EXCLUDE messages received : 0 

  TO_INCLUDE messages received : 0 

  TO_EXCLUDE messages received : 0 

  ALLOW messages received : 0 

  Block messages received : 0 

  Leave messages received : 0 

  General queries transmitted : 355 

  Group specific queries transmitted : 0 

  Group and source specific queries transmitted : 0 

  ASM reports transmitted : 0 

  SSM reports transmitted : 0 

  Leaves transmitted : 0 

  Unsuccessful joins received count Per Vlan : 0 

  Active/Successful joins received count Per Vlan: 0 

  Active Groups count: 0 

  Packets dropped : 0 

   

Enabling Trace Messages for snooping 
Different levels of trace messages can be enabled in IGMP/MLD Snooping. 

1. Execute the following commands to enable traces for IGMP snooping 
events. 

 EX: [data-path][ctrl-path][Rx][Tx] [all] 

debug ip igmp snooping trace Rx Received packets trace 
messages 

debug ip igmp snooping trace Tx Transmitted packets trace 
messages 



 

 

debug ip igmp snooping trace ctrl-path Control path event 
messages 

debug ip igmp snooping trace data-path Data Path related trace 
messages 

debug ip igmp snooping trace all All traces. 

 Enable traces for all IGMP snooping events 

switch# debug ip igmp snooping trace all 

 This will enable logging all the events related to IGMP snooping. For example, the 
following commands will show the traces as follows 

switch# configure terminal 

switch# 22:34:54: 18:2:2015:SNOOP:-CTRL SNOOP Host 
present timer Expired 

22:35:10: 18:2:2015:SNOOP-CNTRLRx Group bc5a5c4 in 
SSM Range 

22:35:12: 18:2:2015:SNOOP-CNTRLRx Group bc5a5c4 in 
SSM Range 

22:36:2: 18:2:2015:SNOOP-CNTRLRx  Group :: is not 
present. Ignoring the Msg  

switch(config)# end 

 No form of the above command will disable the trace option. 

switch#no debug ip igmp snooping trace all 

2. Execute the following commands to enable traces for MLD snooping 
events. 

   EX: [data-path][ctrl-path][Rx][Tx] [all] 

 Enable traces for all MLD snooping events 

switch# debug ipv6 mld snooping trace all 

 This will enable logging all the events related to MLD snooping. For example, the 
following commands will show the traces as follows 

switch# configure terminal 

switch# 22:34:54: 18:2:2015:SNOOP:-CTRL SNOOP Host 
present timer Expired 

22:35:10: 18:2:2015:SNOOP-CNTRLRx Group bc5a5c4 in 
SSM Range 

22:35:12: 18:2:2015:SNOOP-CNTRLRx Group bc5a5c4 in 
SSM Range 

22:36:2: 18:2:2015:SNOOP-CNTRLRx  Group :: is not 
present. Ignoring the Msg switch(config)# end 

switch(config)# end 

 No form of the above command will disable the trace option. 

switch#no debug ipv6 mld snooping trace all 



  

 

Enabling Debug Messages for snooping 
Different levels of debug messages can be enabled in IGMP/MLD Snooping. 

1. Execute the following commands to enable traces for IGMP snooping 
events. 

 EX: 
[init][resources][tmr][src][grp][qry][redundancy][pkt][fwd][vlan][entry][e
xit][mgmt][np][all] 

debug ip igmp snooping entry  Entry to a function related 
messages 

debug ip igmp snooping exit  Exit out of a function related 
messages 

debug ip igmp snooping fwd  Forwarding database messages 

debug ip igmp snooping grp   Group information 
messages 

debug ip igmp snooping init  Init and shutdown messages 

debug ip igmp snooping pkt  Packet dump messages 

debug ip igmp snooping qry   Query related messages 

debug ip igmp snooping redundancy Redundancy related 
messages 

debug ip igmp snooping resources System resources management 
messages 

debug ip igmp snooping src  Source information messages 

debug ip igmp snooping tmr  Timer messages 

debug ip igmp snooping vlan  VLAN information 
messages 

debug ip igmp snooping trace mgmt  Management 
configuration messages 

debug ip igmp snooping all  Messages for all the above 
mentioned modules 

 Enable debug for all IGMP snooping events 

switch# debug ip igmp snooping all 

 This will enable logging all the events related to IGMP snooping. For example, the 
following commands will show the traces as follows 

switch# configure terminal 

23:0:46: 18:2:2015:SNOOP-GRP Group bc5a560 in SSM 
Range 

23:0:48: 18:2:2015:SNOOP-GRP Group bc5a5c4 in SSM 
Range 

switch(config)# end 

 No form of the above command will disable the debug option. 

switch#no debug ip igmp snooping all 



 

 

2. Execute the following commands to enable  debug for MLD snooping 
events. 

 EX:[init][resources][tmr][src][grp][qry][redundancy][pkt][fwd][vlan][entr
y][exit][mgmt][np][all] 

 Enable debug for all MLD snooping events 

switch# debug ipv6 mld snooping all 

 This will enable logging all the events related to MLD snooping. For example, the 
following commands will show the traces as follows 

switch# configure terminal 

23:0:46: 18:2:2015:SNOOP-GRP Group bc5a560 in SSM 
Range 

23:0:48: 18:2:2015:SNOOP-GRP Group bc5a5c4 in SSM 
Range 

switch(config)# end 

 No form of the above command will disable the debug option. 

switch#no debug ipv6 mld snooping all 

Configuration of ICM with Multiple Instance 

 

Figure 2: Topology for Configuration of ICM with MI 

Refer to Figure 2 for setup. For MI configuration, enable all the interfaces 
and map the interfaces to the corresponding switch (virtual instance). 

The commands for the configuration of IGS are common for both single and 
multiple instances except for a difference in the prompt that appears for the 
Switch with Multiple Instance support. 

The prompt for the Global Configuration mode is,  

switch(config-switch)#  

1. Execute the following commands in both the switches. 

P1 

Host A 

Switch 1 

P2 

Host B 

Switch 2 P3 

MI Switch A 



  

 

 Enter the Global Configuration mode. 

switch# configure terminal 

switch(config)# switch 1 

switch(config-switch)# bridge-mode customer 

switch(config-switch)# exit 

 Enable an Interface and Map it to a switch. 

switch(config)# interface TwentyGigE 0/1/1 

switch(config-if)# no shutdown 

switch(config-if)# map switch 1 

switch(config-if)# exit 

 Enable IGS by executing the following command in Switch 1. 

switch(config)# switch 1 

switch(config-switch)# ip igmp snooping 

Refer to Figure 2 for setup. After enabling IGS on the switch, when a V2 
Report is sent through port 1 to the group 227.2.2.2, this will be learnt on the 
switch. 

switch# show ip igmp snooping forwarding-database switch 1 

Vlan   MAC-Address          Ports 

 ----  -----------------    ----- 

   1   01:00:5e:02:02:02    Gi0/1 

Displaying Configuration Information 
Show commands display the configuration details of a particular switch or for 
all the switches. 

Execute the following command to view the snooping global information for 
Switch 1. 

switch# show ip igmp snooping globals switch 1 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

Multicast forwarding mode is MAC based 

Proxy reporting globally enabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 



 

 

Group specific query retry count is 2 

 

Flow based Configurations 

 

Figure 3: Topology for Flow-based Configuration of IGS 

Table 5: Configuration Parameters for Components in Figure 3 

Node Port MAC Address IP Address 

Host A eth0 00:11:22:33:44:0a 12.0.0.10 

Host B eth0 00:11:22:33:44:0b 12.0.0.20 

Host C eth0 00:11:22:33:44:0c 12.0.0.30 

SRC A eth0 00:11:22:33:44:ee 12.0.0.40 

SRC B eth0 00:11:22:33:44:ff 12.0.0.50 

DUT1 P1 00:01:02:03:04:01 12.0.0.1 

P2 00:01:02:03:04:02  

P3 00:01:02:03:04:03  

P4 00:01:02:03:04:04  

P5 00:01:02:03:04:05  

Working with MAC-based Multicast Forwarding Mode 

Configuration Guidelines 

The following are the guidelines for working with MAC-based Multicast 
forwarding mode. 

1. Configure Multicast-Forwarding mode as MAC Based. 
2. Configure VLAN in the DUT. 
3. Configure Port VLAN ID for the interfaces. 

SRC A 

Host C 

Host A Host B

eth0 eth0

eth0

eth0P P4

P P3

SRC B 
eth0 P

DUT1



  

 

Default Configurations 

Refer section 0 for default configurations. 

Configuration Steps for Dynamic 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1. 

At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast-forwarding mode for IGMP snooping as MAC based. 

switch(config)# snooping multicast-forwarding-mode mac 

 Disable GMRP. 

switch(config)# set gmrp disable 

 Enable IGS. 

switch(config)# ip igmp snooping 

 Configure VLAN 2 in the switch. 

switch(config)# vlan 2 

 Configure the static VLAN entry, VLAN 2, with the required ports. 

switch(config-vlan)# ports TwentyGigE 0/1/1 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# exit 

switch(config)#  

 Enter the Interface Configuration mode for Gigabit Ethernet interface 
0/1. 

switch(config)# interface TwentyGigE 0/1/1 

 Set the port VLAN ID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/2. 

switch(config)# interface TwentyGigE 0/1/2 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 



 

 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter Interface configuration mode for Gigabit Ethernet interface 0/3. 

switch(config)# interface TwentyGigE 0/1/3 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/4. 

switch(config)# interface TwentyGigE 0/1/4 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Return to the Privileged EXEC mode. 

switch(config-if)# end 

3. View the IGS related configurations by executing the following 
commands. 

At DUT1 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is MAC based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 



  

 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 

switch# show vlan id 2 

Vlan database 

------------- 

Vlan ID             : 2 

Member Ports        : TwentyGigE0/1/1 

Untagged Ports      : None 

Forbidden Ports     : None 

Name                : 

Status              : Permanent 

Egress Ethertype    : 0x8100 

Service Loopback Status   : Disabled 

---------------------------------------------------- 

4. Send V1/ V2/ V3 join messages for group MG1 (227.1.1.1) from Host A 
and Host C. 

5. View the forwarding database by executing the following show 
command. 

switch# show ip igmp snooping forwarding-database 

 Vlan      MAC-Address          Ports 

 ------  -------------------    -------- 

    2    01:00:5e:01:01:01   Gi0/2, Gi0/4 

6. Send multicast data packet for MG1 (227.1.1.1) from SRC A.  
7. The multicast data packet is received only on Host A and Host C. 

Configuration Steps for Static 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1 

At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast-forwarding mode for IGMP snooping as IP based. 

switch(config)# snooping multicast-forwarding-mode mac 

 Enter the Interface configuration mode for Gigabit Ethernet interface 0/1 



 

 

switch(config)# interface TwentyGigE 0/1/1 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Execute the shutdown command to make the interface down 

switch(config-if)# shutdown 

 Execute the spanning-tree portfast command   

switch(config-if)# spanning-tree portfast 

Warning: portfast should only be enabled on ports connected to 
a single host. 

Connecting hubs, concentrators,switches, bridges, etc... to this 
interface 

when portfast is enabled, can cause temporary bridging loops. 

Use with CAUTION 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown  

 Return to the Privileged EXEC mode 

switch(config-if)# end 

 Enter the Global Configuration mode 

switch# configure terminal 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/2. 

switch(config)# interface TwentyGigE 0/1/2 

 Execute the no shutdown command to make the interface up 

switch(config-if)# no shutdown  

 Execute the shutdown command to make the interface down 

switch(config-if)# shutdown 

 Execute the spanning-tree portfast command 

switch(config-if)# spanning-tree portfast 

Warning: portfast should only be enabled on ports 
connected to a single host. 

Connecting hubs, concentrators,switches, bridges, etc... to 
this interface 

when portfast is enabled, can cause temporary bridging 
loops. 

Use with CAUTION 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown   

 Return to the Privileged EXEC mode   

switch(config-if)# end 

 Enter the Global Configuration mode. 

switch# configure terminal 



  

 

 Enter the vlan configuration mode for setting vlan id. 

switch(config)# vlan 2 

 Execute the ports gigabitethernet command. 

switch(config-vlan)# ports TwentyGigE 0/1/1,0/2 

 Return to the Privileged EXEC mode 

switch(config-vlan)# end 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Set gmrp disable. 

switch(config)# set gmrp disable 

 Make snooping mode enable 

switch(config)# ip igmp snooping 

 Make ip igmp snooping proxy-reporting enable. 

switch(config)# ip igmp snooping proxy-reporting 

 Enter the vlan configuration mode for setting vlan id. 

switch(config)# vlan 2 

 Move to IGMP version 3. 

switch(config-vlan)# ip igmp snooping version v3 

 Return to the Privileged EXEC mode 

switch(config-vlan)# end 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Enter the vlan configuration mode for setting vlan id 

switch(config)# vlan 2 

 Enable ip igmp snooping 

switch(config-vlan)# ip igmp snooping 

 Configure multicast for static groups 

switch(config-vlan)# ip igmp snooping static-group 225.2.2.2 
ports TwentyGigE 0/1/1 

switch(config-vlan)# ip igmp snooping static-group 225.3.3.3 
ports TwentyGigE 0/1/1 

3. View the forwarding database for static 

switch# show ip igmp snooping forwarding-database static 

  Vlan  MAC-Address         Ports 

 ----  -----------------    ----- 

    2  01:00:5e:02:02:02    Gi0/1 

    2  01:00:5e:03:03:03    Gi0/2 

 

Total Group Mac entries = 2 

4. View the static multicast entry 



 

 

switch# show ip igmp snooping group static 

Snooping Group information 

----------------------------- 

Outer-VLAN ID:2 Group Address: 225.2.2.2 Inner-VLAN 
ID:0 

Filter Mode: INCLUDE 

Include sources: None 

Outer-VLAN ID:2 Group Address: 225.3.3.3 Inner-VLAN 
ID:0 

Filter Mode: INCLUDE 

Include sources: None 

Total Num of Group Addresses [2] 

Working with IP-based Multicast Forwarding Mode 

Configuration Guidelines 

The following are the guidelines for working with IP-based Multicast 
forwarding mode. 

1. Configure Multicast-Forwarding mode for IGMP snooping as IP Based. 
2. Configure VLAN in the DUT. 
3. Configure PVID for the interfaces. 

Default Configurations 

Refer section 0 for default configurations. 

Configuration Steps for Dynamic 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1. 

At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast-forwarding mode for IGMP snooping as IP based. 

switch(config)# snooping multicast-forwarding-mode ip 

 Disable GMRP. 

switch(config)# set gmrp disable 

 Enable IGS. 

switch(config)# ip igmp snooping 

 Configure VLAN 2 in the switch. 

switch(config)# vlan 2 



  

 

 Configure the static VLAN entry, VLAN 2, with the required ports. 

switch(config-vlan)# ports TwentyGigE 0/1/1-5 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/1. 

switch(config)# interface TwentyGigE 0/1/1 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/2. 

switch(config)# interface TwentyGigE 0/1/2 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/3. 

switch(config)# interface TwentyGigE 0/1/3 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/4. 

switch(config)# interface TwentyGigE 0/1/4 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 



 

 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/5. 

switch(config)# interface TwentyGigE 0/1/5 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Return to the Privileged EXEC mode. 

switch(config-if)# end 

3. View the IGS related configurations by executing the following 
command. 

At DUT1 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is IP based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 



  

 

switch# show vlan id 2 

Vlan database 

------------- 

Vlan ID             : 2 

Member Ports       : TwentyGigE0/1/1, 
TwentyGigE0/1/2, TwentyGigE0/1/3, TwentyGigE0/1/4, 
TwentyGigE0/1/5 

Untagged Ports      : None 

Forbidden Ports     : None 

Name                : 

Status              : Permanent 

Egress Ethertype    : 0x8100 

Service Loopback Status   : Disabled 

---------------------------------------------------- 

Vlan database 

------------------- 

Vlan ID            : 2 

Member Ports       : Gi0/1, Gi0/2, Gi0/3, Gi0/4, 
Gi0/5 

Untagged Ports     : None 

Forbidden Ports    : None 

Name               : 

Status             : Permanent 

---------------------------------------------------- 

4. Send V2 join messages for group MG1 (227.1.1.1) from Host A. 
5. Send V3 join messages for group MG1 (227.1.1.1) and SRC B 

(12.0.0.50) from Host C. 
6. Send multicast data packet for MG1 (01:00:5e:01:01:01) from SRC A 

(12.0.0.40) and SRC B (12.0.0.50).  
7. View the forwarding database. 

switch# show ip igmp snooping forwarding-database 

 Vlan   Source Address    Group Address        Ports 

 ------ ---------------------- --------------  ------
- 

   2   12.0.0.40        227.1.1.1           Gi0/2 

   2   12.0.0.50        227.1.1.1         Gi0/2, 
Gi0/4 

8. Host A will receive multicast data from both the sources, whereas Host C 
will receive multicast data only from SRC B. 



 

 

Configuration Steps for Static 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1 

 At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast-forwarding mode for IGMP snooping as ip based. 

switch(config)# snooping multicast-forwarding-mode ip 

 Enter the Interface configuration mode for Gigabit Ethernet interface 0/1 

switch(config)# interface TwentyGigE 0/1/1 

 Execute the shutdown command to make the interface down 

switch(config-if)# shutdown 

 Execute the spanning-tree portfast command 

switch(config-if)# spanning-tree portfast 

Warning: portfast should only be enabled on ports 
connected to a single host. 

Connecting hubs, concentrators,switches, bridges, etc... to 
this interface 

when portfast is enabled, can cause temporary bridging 
loops. 

Use with CAUTION 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown  

 Return to the Privileged EXEC mode 

switch(config-if)# end 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Enter the Interface configuration mode for Gigabit Ethernet interface 0/2. 

switch(config)# interface TwentyGigE 0/1/2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown  

 Execute the shutdown command to make the interface down 

switch(config-if)# shutdown 

 Execute the spanning-tree portfast command   

switch(config-if)# spanning-tree portfast 

Warning: portfast should only be enabled on ports 
connected to a single host. 

Connecting hubs, concentrators,switches, bridges, etc... to 
this interface 



  

 

when portfast is enabled, can cause temporary bridging 
loops. 

Use with CAUTION 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Return to the Privileged EXEC mode 

switch(config-if)# exit 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Enter the vlan configuration mode for setting vlan id. 

switch(config)# vlan 2 

 Execute the ports gigabitethernet command. 

switch(config-vlan)# ports TwentyGigE 0/1/1,0/1/2 

 Return to the Privileged EXEC mode 

switch(config-vlan)# exit 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Set gmrp disable. 

switch(config)# set gmrp disable 

 Make snooping mode enable 

switch(config)# ip igmp snooping 

 Make ip igmp snooping proxy-reporting enable. 

switch(config)# ip igmp snooping proxy-reporting 

 Enter the vlan configuration mode for setting vlan id. 

switch(config)# vlan 2 

 Move to IGMP version 3. 

switch(config-vlan)# ip igmp snooping version v3 

 Return to the Privileged EXEC mode 

switch(config-vlan)# exit 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Enter the vlan configuration mode for setting vlan id 

switch(config)# vlan 2 

 Enable ip igmp snooping 

switch(config-vlan)# ip igmp snooping 

 Configure muticast for static groups. 

switch(config-vlan)# ip igmp snooping static-group 227.1.1.1 
ports TwentyGigE 0/1/1 

switch(config-vlan)# ip igmp snooping static-group 226.4.4.4 
ports TwentyGigE 0/1/2 

switch#end 



 

 

3. View the forwarding database for static 

switch# show ip igmp snooping forwarding-database static 

Vlan Source Address Group Address  Ports 

 ---- -------------- -------------  ----- 

    2        0.0.0.0     227.1.1.1  TwentyGigE0/1/1, 
TwentyGigE0/1/2 

4. View the static multicast entry 

switch# show ip igmp snooping groups static 

Snooping Group information 

----------------------------- 

Outer-VLAN ID:2  Group Address: 227.1.1.1 Inner-VLAN 
ID:0 

Filter Mode: EXCLUDE 

Exclude sources: None 

ASM Receiver Ports: 

  TwentyGigE0/1/1, TwentyGigE0/1/2 

Total Num of Group Addresses [1] 

Configuration of Static Router Port  
Multicast router ports can be configured statically or can be learnt 
dynamically at run time. This section deals with the configuration of static 
router ports. 

Configuration Guidelines 

The following are the guidelines for static router port configuration. 

1. Configure Multicast-Forwarding mode as MAC Based. 
2. Configure VLAN. 
3. Configure PVID for the interfaces. 
4. Configure Static Router port. 

Default Configurations 

Refer section 0 for default configurations. 

Configuration Steps 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1. 

At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 



  

 

 Configure Multicast-forwarding mode for IGMP snooping as MAC based. 

switch(config)# snooping multicast-forwarding-mode mac 

 Disable GMRP. 

switch(config)# set gmrp disable 

 Enable IGS. 

switch(config)# ip igmp snooping 

 Configure VLAN 2 in the switch. 

switch(config)# vlan 2 

 Configure the static VLAN entry, VLAN 2, with the required ports. 

switch(config-vlan)# ports TwentyGigE 0/1/1-5 

 Configure the static router-port as P1 for this VLAN. 

switch(config-vlan)# ip igmp snooping mrouter TwentyGigE 
0/1/1 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/1. 

switch(config)# interface TwentyGigE 0/1/1 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/2. 

switch(config)# interface TwentyGigE 0/1/2 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/3. 

switch(config)# interface TwentyGigE 0/1/3 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 



 

 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/4. 

switch(config)# interface TwentyGigE 0/1/4 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface configuration mode for Gigabit Ethernet interface 
0/5. 

switch(config)# interface TwentyGigE 0/1/5 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Return to the Privileged EXEC mode. 

switch(config-if)# end 

3. View the IGS related configurations by executing the following 
command. 

At DUT1 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is MAC based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 125 seconds 



  

 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 

switch# show ip igmp snooping mrouter 

Switch# show ip igmp snooping mrouter 

Vlan   Ports 

-----  ---------------- 

    2  TwentyGigE0/1/1(static) 

switch# show vlan id 2 

Switch default 

 

Vlan database 

------------- 

Vlan ID             : 2 

Member Ports       : TwentyGigE0/1/1, 
TwentyGigE0/1/2, TwentyGigE0/1/3, TwentyGigE0/1/4, 
TwentyGigE0/1/5 

Untagged Ports      : None 

Forbidden Ports     : None 

Name                : 

Status              : Permanent 

Egress Ethertype    : 0x8100 

Service Loopback Status   : Disabled 

---------------------------------------------------- 

4. Send V2 join messages for group MG1 (227.1.1.1) from Host A. 
5. View the forwarding database by executing the following command. 

switch# show ip igmp snooping forwarding-database 

 Vlan  MAC-Address          Ports 

 ------  ----------         -------- 

    2    01:00:5e:01:01:01   Gi0/1, Gi0/2 

6. Send multicast data packet for MG1 (227.1.1.1) from SRC B.  
7. The multicast data packet is received only on Host A and SRC A. 



 

 

Configuration Related to Querier 
An IGMP Snooping switch can be configured to send IGMP queries when no 
IGMP routers are present in a VLAN. 

 A switch must be configured as a querier for a VLAN, only when there are no 
queriers or routers in the network. 

Configuration Guidelines 

1. Configure Multicast-Forwarding mode as MAC Based. 
2. Configure VLANs. 
3. Configure querier. 
4. Configure query interval. 

Default Configurations 

Refer section 0 for default configurations. 

Configuration Steps 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1. 

At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast-forwarding mode for IGMP Snooping as MAC based. 

switch(config)# snooping multicast-forwarding-mode mac 

 Disable GMRP. 

switch(config)# set gmrp disable 

 Enable IGS. 

switch(config)# ip igmp snooping 

 Configure VLAN 2 in the switch. 

switch(config)# vlan 2 

 Configure the static VLAN entry, VLAN 2, with the required ports. 

switch(config-vlan)# ports TwentyGigE 0/1/1-3 

 Configure VLAN 2 as querier. 

switch(config-vlan)# ip igmp snooping querier 

 Configure the query-interval time as 60 seconds. 

switch(config-vlan)# ip igmp snooping query-interval 60 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# exit 

switch(config)#  

 Configure VLAN 3 in the switch. 



  

 

switch(config)# vlan 3 

 Configure the static VLAN entry, VLAN 3, with the required ports. 

switch(config-vlan)# ports TwentyGigE 0/1/1-5 

 Return to the Privileged EXEC mode. 

switch(config-vlan)# end 

3. View the IGS related configurations by executing the following 
command. 

At DUT1 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 

Multicast forwarding mode is MAC based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 

switch# show ip igmp snooping vlan 2 

Snooping VLAN Configuration for the VLAN 2 

  IGMP Snooping enabled 

  IGMP configured version is V3 

  Fast leave is disabled 

  Snooping switch is configured as Querier 

  Snooping switch is acting as Querier 

  Elected Querier is 0.0.0.0 



 

 

  Startup Query Count is 2 

  Startup Query Interval is 15 seconds 

  Query interval is 60 seconds 

  Other Querier Present Interval is 255 seconds 

  Port Purge Interval is 130 seconds 

  Max Response Code is 100, Time is 10 seconds 

switch# show vlan id 2 

Vlan database 

------------- 

Vlan ID             : 2 

Member Ports       : TwentyGigE0/1/1, 
TwentyGigE0/1/2, TwentyGigE0/1/3 

Untagged Ports      : None 

Forbidden Ports     : None 

Name                : 

Status              : Permanent 

Egress Ethertype    : 0x8100 

Service Loopback Status   : Disabled 

---------------------------------------------------- 

switch# show vlan id 3 

Vlan ID             : 3 

Member Ports        : Gi0/4, Gi0/5 

Untagged Ports      : None 

Forbidden Ports     : None 

Name                : 

Status              : Permanent 

------------------------------------ 

 Since VLAN 2 is configured as a querier, every 60 seconds the switch sends general 
query on the member-ports of VLAN 2. 

Configuration Related to Proxy-reporting 
When Proxy Reporting is enabled, the switch generates reports and 
forwards them to the router based on the available host information. 

Configuration Guidelines 

1. Configure Multicast Forwarding mode as MAC Based. 
2. Configure VLAN.  
3. Configure PVID for the interfaces. 



  

 

4. Configure router port. 
5. Configure Proxy-reporting.  

Default Configurations 

Refer section 0 for default configurations. 

Configuration Steps 

1. Refer to Figure 3 and Table 5 for topology setup. 
2. Execute the following commands in DUT1. 

At DUT1 

 Enter the Global Configuration mode. 

switch# configure terminal 

 Configure the Multicast-forwarding mode for IGMP snooping as MAC based. 

switch(config)# snooping multicast-forwarding-mode mac 

 Disable GMRP. 

switch(config)# set gmrp disable 

 Enable IGS. 

switch(config)# ip igmp snooping 

 Enable Proxy-Reporting by executing the following command. 

switch(config)# ip igmp snooping proxy-reporting 

 Configure VLAN 2 in the switch. 

switch(config)# vlan 2 

 Configure the static VLAN entry, VLAN 2, with the required ports. 

switch(config-vlan)# ports TwentyGigE 0/1/1-4 

 Configure the static router-port as P2 for this VLAN. 

switch(config-vlan)# ip igmp snooping mrouter TwentyGigE 
0/1/1 

 Exit from the VLAN Configuration mode. 

switch(config-vlan)# exit 

switch(config)# 

 Enter the Interface Configuration mode for Gigabit Ethernet interface 
0/1. 

switch(config)# interface TwentyGigE 0/1/1 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 



 

 

 Enter the Interface Configuration mode for Gigabit Ethernet interface 
0/2. 

switch(config)# interface TwentyGigE 0/1/2 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface Configuration mode for Gigabit Ethernet interface 
0/3. 

switch(config)# interface TwentyGigE 0/1/3 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Exit from the Interface Configuration mode. 

switch(config-if)# exit 

switch(config)# 

 Enter the Interface Configuration mode for Gigabit Ethernet interface 
0/4. 

switch(config)# interface TwentyGigE 0/1/4 

 Set the PVID as VLAN 2. 

switch(config-if)# switchport pvid 2 

 Execute the no shutdown command to make the interface up. 

switch(config-if)# no shutdown 

 Return to the Privileged EXEC mode. 

switch(config-if)# end 

3. View the IGS related configurations by executing the following show 
command. 

At DUT1 

switch# show ip igmp snooping globals 

Snooping Configuration 

----------------------------- 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

IGMP Snooping Enhanced mode is disabled 

IGMP Snooping Sparse mode is disabled 

Transmit Query on Topology Change  globally disabled 



  

 

Multicast forwarding mode is MAC based 

Proxy globally disabled 

Proxy reporting globally enabled 

Filter is disabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Queries are forwarded on non-router ports 

Group specific query retry count is 2 

Multicast VLAN disabled 

Leave config level is Vlan based 

Report processing config level is on non-router ports 

IGMP Snooping globally enabled 

IGMP Snooping is operationally enabled 

Multicast forwarding mode is MAC based 

Proxy reporting globally enabled 

Router port purge interval is 125 seconds 

Port purge interval is 260 seconds 

Report forward interval is 5 seconds 

Group specific query interval is 2 seconds 

Reports are forwarded on router ports 

Group specific query retry count is 2 

switch# show vlan id 2 

Vlan database 

------------- 

Vlan ID             : 2 

Member Ports       : TwentyGigE0/1/1, 
TwentyGigE0/1/2, TwentyGigE0/1/3, TwentyGigE0/1/4 

Untagged Ports      : None 

Forbidden Ports     : None 

Name                : 

Status              : Permanent 

Egress Ethertype    : 0x8100 

Service Loopback Status   : Disabled 

---------------------------------------------------- 

switch# show ip igmp snooping mrouter 



 

 

Vlan   Ports 

-----  ---------------- 

    2  TwentyGigE0/1/1(static) 

4. Send IGMP V2 report from Host B and Host C.  
5. Only one of the reports will be forwarded to the router port (Host A). 

 



  

 

Support and other resources 

Accessing Hewlett Packard Enterprise Support 
 For live assistance, go to the Contact Hewlett Packard Enterprise Worldwide website 

(http://www.hpe.com/assistance). 

 To access documentation and support services, go to the Hewlett Packard Enterprise Support 
Center website (http://www.hpe.com/support/hpesc). 

Information to collect 
 Technical support registration number (if applicable) 

 Product name, model or version, and serial number 

 Operating system name and version 

 Firmware version 

 Error messages 

 Product-specific reports and logs 

 Add-on products or components 

 Third-party products or components 

 

Accessing updates 
 Some software products provide a mechanism for accessing software updates through the product 

interface. Review your product documentation to identify the recommended software update method. 

 To download product updates, go to either of the following: 

o Hewlett Packard Enterprise Support Center Get connected with updates page 
(http://www.hpe.com/support/e-updates) 

o Software Depot website (http://www.hpe.com/support/softwaredepot) 

 To view and update your entitlements, and to link your contracts and warranties with your profile, go 
to the Hewlett Packard Enterprise Support Center More Information on Access to Support Materials 
page (http://www.hpe.com/support/AccessToSupportMaterials). 

  

 
IMPORTANT:  Access to some updates might require product entitlement when accessed through the 
Hewlett Packard Enterprise Support Center. You must have an HP Passport set up with relevant 
entitlements.  

  

 

Websites 
Hewlett Packard Enterprise Information Library (http://www.hpe.com/info/enterprise/docs) 

Hewlett Packard Enterprise Support Center (http://www.hpe.com/support/hpesc) 

Contact Hewlett Packard Enterprise Worldwide (http://www.hpe.com/assistance) 

Subscription Service/Support Alerts (http://www.hpe.com/support/e-updates) 



 

 

Software Depot (http://www.hpe.com/support/softwaredepot) 

Customer Self Repair (http://www.hpe.com/support/selfrepair) 

Insight Remote Support (http://www.hpe.com/info/insightremotesupport/docs) 

Serviceguard Solutions for HP-UX (http://www.hpe.com/info/hpux-serviceguard-docs) 

Single Point of Connectivity Knowledge (SPOCK) Storage compatibility matrix 
(http://www.hpe.com/storage/spock) 

Storage white papers and analyst reports (http://www.hpe.com/storage/whitepapers) 

Remote support 
Remote support is available with supported devices as part of your warranty or contractual support 
agreement. It provides intelligent event diagnosis, and automatic, secure submission of hardware event 
notifications to Hewlett Packard Enterprise, which will initiate a fast and accurate resolution based on your 
product’s service level. Hewlett Packard Enterprise strongly recommends that you register your device for 
remote support. 

For more information and device support details, go to the Insight Remote Support website 
(http://www.hpe.com/info/insightremotesupport/docs). 



  

 

Documentation feedback 

Hewlett Packard Enterprise is committed to providing documentation that meets your needs. To help us 
improve the documentation, send any errors, suggestions, or comments to Documentation Feedback 
(mailto:docsfeedback@hpe.com). When submitting your feedback, include the document title, part 
number, edition, and publication date located on the front cover of the document. For online help content, 
include the product name, product version, help edition, and publication date located on the legal notices 
page. 


